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Abstract. The problem of distributed storing and processing of streaming data
in IoT systems is considered. A mathematical model and agent-based software
architecture for distributed streaming data processing over heterogeneous
computer network is offered. The software architecture determines the following
features of IoT nodes software: structure of software components, models of
interoperability, algorithms of resource management and also xml-based
language which allows to descript distributed IoT applications. The offered archi‐
tecture is implemented as a software framework ABSynth.
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1 Introduction

Modern IoT systems include subsystems for processing and storing of streaming data
(PSSD) as an integral part. Together they compose a large class of hardware-software
complexes for the distributed collection, processing and storage of telemetry, monitoring
of the state of technical and biological objects [1, 2]. Unlike traditional storage systems
based on DBMS (database management systems), PSSD uses data stream management
systems (DSMS) as a kernel and must provide a processing procedures priority higher
than data storage procedures priority. They require faster access to data and less
processing time. The specifics of the streaming data do not allow to use existing high-
performance computing technologies in processing of streaming data [2].

In the article the agent-oriented approach to the organization of calculating process
on the computer networks is discussed. It consists in establishment of special relations
between program components and computing resources. Software complex components
are presented by autonomous objects – software agents functioning in a certain envi‐
ronment – the agent platform. The agent platform is a software layer that provides a
unified address space for software components, components interaction, and execution
management.
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On the basis of the agent-oriented approach, a mathematical model of distributed
data processing over on heterogeneous computer networks (HCN) with unpredictable
loading (UL) is proposed. The problem of optimal resources allocation in heterogeneous
computer network is formulated, and a multi-agent algorithm for dynamic control of
computer network resources is discussed. The developed agent-oriented software archi‐
tecture of distributed data processing systems is presented in the work.

The proposed approach and developed architectural and algorithmic solutions allow
to design and create reliable distributed software for data processing in IoT systems
based on HCN with UL.

2 State-of-the-Art Scientific Research in the Area of Streaming
Data Processing

Streaming data processing is a modern approach, which regards the problem of data
processing from a new point of view. Nowadays the efforts of researches are focused
on the development of DSMS architectures in terms of providing the following func‐
tions: processing continuous queries (CQ) based on some query language or algebra for
data streams [4] and providing a Quality of Service (QoS) based on some data stream
model [5]. For example, Aurora [6] is a system for managing data streams for monitoring
applications state. It uses simple dataflow diagrams to specify CQ and stream query
algebra consisting of several primitive operators for expressing stream processing
requirements [7].

Another aspect of scientific research in area of DSMS is complex event processing
(CEP) systems: development of discrete-event models of different subject areas, formu‐
lating of logical rules for complex events generating. IBM’s Active Middleware Tech‐
nology (or AMiT) [8] is a tool that includes both a language and an efficient run-time
execution engine, aimed at reducing the complexity of developing event-based appli‐
cations. AMiT associates computations along with the definition of an event and uses
event operators (following the ECA paradigm). AMiT is an example of a system that
has tried to incorporate computations into an event specification.

Most of the considered systems represent a completed solution for event-based
development, some of them even support distributed computations in common name‐
space, but they don’t include a model of effectively computational resource allocation
and don’t allow dynamical management of computational resources.

3 Mathematical Models and Formulation of the Problem

The streaming data is a set of attributes, which has a different physical meaning (such
as values of physical fields in different points, biometric indicators, simple and complex
events et al.).
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3.1 Model of Streaming Data Processing

The proposed mathematical model of PSSD is represented by the following tuple:

DPS = ⟨A, P, C, I, M, V , T⟩. (1)

Here:

– A – set of attributes,
– P – set of computational procedures,
– C – a calculation relation that indicates which attributes are calculated by what

procedure,

C = {(p, a): p calculates a; a ∈ A, p ∈ P} (2)

– I – a usage relation that indicates which attributes are used in calculations in each
procedure, such that C ∩ I = ∅,

I = {(p, a): p uses a; a ∈ A, p ∈ P} (3)

– M:A → 𝖭∖{0} – a function that determines the memory consumption for storing
attributes is such that M(a) is the amount of memory required to store the attribute a
in bytes,

– V:P → 𝖭∖{0} – a function that determines the computational complexity of the data
processing task is such that V(p) is the computational volume of procedure p in the
number of floating point operations,

– T:P → 𝖱
+ – the period of the procedure p in seconds.

Using the concept of the cut of the relation Z:X → Y  with respect to the element x,
as well as Z(x) = {y: (x, y) ∈ Z} and the definition of the quotient set of Y determined
by Z Y∕Z = {Z(x)}x∈X, we can define the following families of sets:

– partition A∕C of a set of attributes over a set of computational procedures according
to a calculation, where C(p) is attributes whose values are calculating in procedure p,

– a family of subsets A∕C, where I(p) is attributes which procedure p uses for calcu‐
lations and reflects the algorithmic relationship between attributes.

To formulate the problem of optimal computing resources allocation in the PSSD,
it is necessary to formulate a mathematical model for the resource consumption in
computer networks taking into account the specificity of the streaming data.

3.2 Model of the Resource Consumption in Computer Networks

The computing resource of the network is traditionally considered to consist of three
components:

– performance (CPU resource),
– memory,
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– speed of network interactions.

The following tuple corresponds to the computing network.

N = ⟨W, R, S⟩ (4)

Here:

– W – set of computing nodes,
– R =

{
cpu, mem, netin, netout

}
 – set of computing resources,

– Sr(w) – nonnegative function that defines the following parameters:
• Scpu(w) flops – the node w maximum achievable performance;
• Smem(w) bytes– the node w available RAM;
• Sin

net
(w), Sout

net
(w) bytes/second – the maximum achievable network rate for the

incoming and outgoing traffic of the node w, respectively.

Various ways of specifying a function S lead to models of different network types.

3.3 Formulation of the Optimal Resource Allocation Problem

The model of the PSSD based on the computer network includes resource model of the
computer network N, model of data processing DPS and the relation D describing system
deployment in network.

IS = ⟨N, DPS, D⟩ (5)

Here:

– N – the computational network,
– DPS – the PSSD model,
– D – the deployment relation that shows ∀p ∈ P on what node it physically deployed

D = {(w, p): w executes p; w ∈ W, p ∈ P}. (6)

Let B:W × R → 𝖱
+ – function that shows ∀w ∈ W amount of the involved resource.

The introduced notation makes it possible to formulate the problem of optimal allocation
of computational resources in PSSD as the problem of combinatorial optimization. It is
necessary to find such deployment relation D*, that gives maximum to predefined effi‐
ciency function F.

D ∗= arg max
D⊂W×P

F(IS⟨D⟩) (7)

The following constraints apply.

Br(w) ≤ Sr(w) (8)
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4 Agent-Based Software Architecture for PSSD Systems

In line to proposed mathematical models the agent-based software architecture is devel‐
oped [9]. It assumes software consisting of next structure components:

– the set of target agents, where each one is software entity that implements some data
processing procedure;

– the set of processing attributes implemented as in-memory database (IMDB), that
provides distributed storing of streaming data and a low-latency access to them.

To make a flexible, survivable and scalable software the agent approach is proposed,
which means using a software agent as a basic software entity. It allows us hereinafter
to talk about agent-based software architecture and implies the presence of some addi‐
tional elements in the system, such as

– agent platform – a set of software components that supports the life cycle of target
agents, interaction between them in the unified namespace, also the system event
model

– agent container – a software environment that provides an access to the resources
of each computing node and executes of software agents.

Thus, the streaming data processing model within the software architecture proposed
above can be represented by the following structural diagram (Fig. 1).

Fig. 1. Software architecture for distributed streaming data processing

A unified storage space for streaming data is provided by a distributed cached in-
memory storage that provides fast and transparent access to attribute values regardless
of their physical location. The agent platform is a unified distributed execution space
for data processing procedures.
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4.1 The Target Agent’s Architectural Features

The target agent is the basic software entity in the implementation of the data processing
model within the proposed architecture [10]. It includes the following components:

– data processing procedure p ∈ P;
– local cache of used attributes I(p) ⊂ A;
– local cache of calculated attributes C(p) ⊂ A:
– mechanism for the management messages receiving and executing;
– mechanism for the agent initialization and self-destruction;
– agent’s state.

The activity diagram of the target agent shows the process of the agent’s functioning
after creation (Fig. 2).

Fig. 2. The fragment of activity diagram of the target agent

In the process of distributed data processing, the target agent can be in the following
states.

– “Created” – the initial state in the agent’s lifecycle.
– “Initialized” – the calculated attributes are set to the initial values.
– “Running” – the agent’s operating state when the attributes are recalculating in cyclic

mode. “Holding” the agent’s operating state when recalculating of attributes is
temporary suspended.
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– “Completion” is the final state in the agent’s lifecycle (preparation for self-destruc‐
tion, completion of all recording processes).

Changes of the target agent’s state occurs either according to the stage of the life‐
cycle, or under the influence of management commands.

4.2 Management Within the Agent-Based Software Architecture

The management of the streaming data processing, as well as the allocation of resources
within the agent-oriented software platform is carried out through special service agents
(Fig. 3):

– global system manager – unique (if there is no global manager duplication mode)
for each PSSD system;

– local node manager – one for each computational core.

Fig. 3. Hybrid model of execute and resource allocation management in the PSSD system

Execution management implements a hierarchical model (wide solid arrows in the
Fig. 3), which means interactions only between the management levels, and never –
inside. The executive level is represented by the target agents that can start and stop
execution and destroy themselves at the commands, received from higher management
levels. The coordination level is represented by local managers who pass the commands
of the global manager to the target agents of their node, within the management model.
The planning level is represented by the global manager, as well as by the operator or
supreme planning system [10].

Resource management is carried out within the hybrid model (thin dotted arrows in
the Fig. 3), where there is a two-level hierarchical organization between target agents
and local managers, as well as a multi-agent peer-to-peer model between local
managers. The service agents interact with the target agents according to the specific
protocol, proposed within the software architecture. It is based on the ACL [11] language
of the FIPA standard and implies communication acts in the multi-agent software system
within the following ontologies.
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– Management ontology – managing commands within the hierarchical model (wide
solid arrows at the Fig. 3).

– Resource allocation ontology – commands and data related to procedures of a
computational resources allocation, such as: estimation of available resources for
every node, heuristic algorithm for load balancing etc.

ABSynth allows to extend itself according to developer’s needs by adding ontologies
or supplementing of the existing ones.

4.3 Tasks Specification Description Language

For the formal description of multi-agent distributed PSSD systems the task specifica‐
tions description language (TSDL) is offered. It is based on XML notation and consists
of the following set of elements (in this section, the term “attribute” should be understood
as an XML attribute – named string parameter of XML element which is written inside
the angle brackets of the opening tag after its name):

– <model > … </model > – root element containing all other elements inside. It can
have attributes allowing to specify some default parameters of PSSD, for example,
period and executing node (attributes “period” and “container”), name and developer
of the system (attributes “name” and “author”).

– <agent > … </agent > – The element that defines the creation of the target
agent. It contains all of the parameters and settings of the target agent as XML-
attributes and subelements. Attributes of this element allow to set up for each target
the following parameters: a unique name of the agent (attribute “name”), type of the
agent (parameter “class”), period of recalculating values of PSSD attributes in milli‐
seconds (attribute “period”), and placement (name of the container or computational
node, where agent is physically deployed – attribute “container”). Subelements of
this element allow to specify for each target agent a set of other target agents, whose
PSSD attributes are used in its calculations (elements < input name=””/>), also a
set of additional string parameters that need to be passed to it after creation, like initial
values, settings, etc. (elements < parameter name=”” > … </parameter >).

Also there are some elements that simplify writing of TSDL code and make it more
readable.

– <include > … </include > – for complex multi-file models delineates an optional
section where files with other model fragments can be specified.

– <constant > … </constant > – associates string content of an element to identifier
defined as the attribute “name”. Everywhere further identifier enclosed in braces will
be interpreted as a string associated with it.

TSDL allows development of distributed PSSD systems specifications using text
editors with syntax highlighting as simple as using special XML-based visual diagrams
editors.
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5 Software Implementation of Multi-agent Architecture for
Distributed PSSD Systems and Examples of Using

Developed software architecture is implemented as a software framework ABSynth,
based on java agent development environment (JADE) framework and inherits all its
abilities and functionality. In addition to them ABSynth includes IMDB Hazelcast as
a transport level for streaming data sharing.

Basic software entity of ABSynth in accordance with architecture is abstract java-
class BasicUnit – implementation of target agent. BasicUnit extends the class
jade.Agent from the JADE library and contains the abstract procedure MainAction()
which is called with predefined period. Each data processing target agent should be
implemented as a child class extending BasicUnit. The program code performing data
processing should be placed into overridden MainAction() function. It can operate only
with local cache of streaming data as with the class fields.

If one needs it is possible to create different agents (by extending the BasicUnit
class) to perform one-type and diverse operations over the streaming data, such as, for
example, assembling of raw data by sensors poll, signal filtration, indirect measuring
(calculating not directly measureable parameters of business process), calculating of
macroscopic parameters (some integral estimation, the sliding average), complex signals
generation (events, automatic decisions) et cetera.

Let’s consider some ways of possible using of the developed architectural and soft‐
ware solutions.

5.1 Networked Control Systems (NCS)

The most widespread scope of use of IoT systems is remote control of large-scale tech‐
nical systems. The use of a heterogeneous computer network as part of automatic control
systems has given rise to a new direction in control theory – networked control systems
(NCS). The classical definition of NCS can be as follows: when a traditional feedback
control system is closed via a communication channel, which may be shared with other
nodes outside the control system, then the control system is called an NCS [12]. From
the most general point of view the structure of NCS may be depicted as showed at the
Fig. 4. A distinctive feature of the NCS as a software-hardware complex is that, the data,
circulating between the network nodes, are streaming data. So, the implementation of
control models and algorithms needs particular approach [13, 14].

The software layer of the NSC’s technical equipment may be considered as a distrib‐
uted PSSD, where the digital signals are streaming data, logical signals are complex
events and control algorithms are streaming data processing procedures [15].

The example of the problem of semi-natural testing of the electronic control unit for
gas-turbine engine was considered [16].

The software layer of the stand is based on ABSynth framework and contains the
following types of target agents [17].
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– Agent – element-wise computational model of the gas-turbin engine.
– Agents – drivers for all hardware modules (interfaces for the aircraft native commu‐

nication buses, agents for simulation of the mechanical and electrical faults and
others).

– Agents – simulation models for the other modules of aircraft automatics (for example
the throttle).

– Agents – simulation models for flight dynamics of the aircraft (for example, geomet‐
rical position of the aircraft and its parts relative to the ground: the roll angles, pitch
and yawing, the geostationary coordinates of the mass center).

– Agents – simulation models for the environment in flight conditions (the input air
pressure of the engine, air resistance, the lift force depending on the geometrical
position of the aircraft).

– Agents – elements of the graphical user interface (GUI), which allow the researchers
to monitor the testing process (depicts all signals in the human-understandable form
like numerical tables or time diagrams).

Using the ABSynth platform together with the classes presented above allows to
perform the semi-natural testing as well as the full simulation (without natural parts)
with involving of different types of computer networks. Different fragments of the model
can be developed by separate research teams, copyrighted, and executed using compu‐
tational equipment in different institutions.

For example, let’s consider a simulation of starting and thrust-increment regime for
the gas-turbine engine in conditions of different pressure amount of the input air. At the
Fig. 5 time diagram of the rotation speed of the low-pressure turbine is represented.

Fig. 4. The common schema of NCS
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Fig. 5. Simulating of the low-pressure turbine rotation speed

Each instance of the engine executed autonomously at its own node of the compu‐
tational network. Mechanisms of the ABSynth framework allowed to perform the simu‐
lation in real-time.

6 Conclusion

The main results of the work are presented below.

– The overview of state-of-the-art scientific research in the area of streaming data
processing.

– The mathematical model of streaming data processing.
– The mathematical model of the resource consumption in computer networks.
– The formulation of the optimal resource allocation problem in heterogeneous

networks
– Agent-based software architecture for distributed processing and storing of streaming

data including the structure of components and TSDL, which is the language to
describe multi-agent applications.

– The ABSynth platform is based on software agents technology, which implements
all the developed models and architectural solutions.
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